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Introduction

Welcome - If you have landed here, it's most likely
because you work with young people in your job
but you might not know where to start when it
comes to supporting them with all things digital or
online. This is where we come in!

This resource is designed around you collaborating
with young people to work out the best support for the
both of you. We will support you to have conversations
with young people about our lives online and guide on

how you can keep yourselves safe together.
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When working with young people, let's make
one thing clear - no one (particularly young
people) expects you to be an expert with
technology. This resource is not designed to

develop parents or adults to be the experts in — — —
online safety. — &W
Additionally, whilst we will encourage you and
In fact, let's be honest, it's more likely that the young people to consider how much time you
young people you work with will be better with spend using online technology, this resource does
it than you will. We encourage you to lean into not endorse intensely restrictive measures like
that, as it’s likely that you will learn something abstinence from technology or the removal of
from them that you didn’t know, so embrace technology as a solution.
that!
t Digital technology and the internet, whether we like

It or not, plays an integral part of our lives and
having access to digital technology is essential to
ensuring equitable access to opportunities. Here,

we celebrate the safe and ethical use of digital

technology for everyone.
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Young Australians
and Digital
Technology
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So, why are young people online so much? @ ® ®
It's a great question, and one best to come from young people themselves!

00
o Watch these videos below from Project Rockits’ ‘In Real Life’, a free video library created by
YOUI‘Ig AUSt I'alla ns & young people to share their experiences of life as a young person today (we will come back
. o to these quite a lot).
Digital Technology

We are online creatures Is social ’Eeg;a good
According to the Australian or bad:

Communication and Media )
Authority (ACMA), 99% of
Australians use the internet.

Out of that, young_ people are

more likely to use technology

on a daily basis for basic daily

tasks, prioritise learning about

technology and to use social
media.
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https://www.acma.gov.au/publications/2022-12/report/communications-and-media-australia-how-we-use-internet
https://www.acma.gov.au/publications/2022-12/report/communications-and-media-australia-how-we-use-internet
https://www.acma.gov.au/publications/2022-12/report/communications-and-media-australia-how-we-use-internet
https://www.acma.gov.au/sites/default/files/2021-05/The%20digital%20lives%20of%20younger%20Australians.pdf
https://www.acma.gov.au/sites/default/files/2021-05/The%20digital%20lives%20of%20younger%20Australians.pdf
https://www.acma.gov.au/sites/default/files/2021-05/The%20digital%20lives%20of%20younger%20Australians.pdf
https://www.acma.gov.au/sites/default/files/2021-05/The%20digital%20lives%20of%20younger%20Australians.pdf
https://www.acma.gov.au/sites/default/files/2021-05/The%20digital%20lives%20of%20younger%20Australians.pdf
https://www.acma.gov.au/sites/default/files/2021-05/The%20digital%20lives%20of%20younger%20Australians.pdf
https://www.projectrockit.com.au/irl/
https://vimeo.com/783076988
https://vimeo.com/783079428
https://vimeo.com/783079428

Check out some of these videos from young people
about the role the internet plays in their lives

Gaming s a pc?smve "Who owns the internet?’ Why_yf)u should fln‘d
vart of my life’ your online community’

WHO OWNS
THE INTERNET?

01:37 et 01:58 .
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https://vimeo.com/783083040
https://vimeo.com/783083040
https://vimeo.com/783084020
https://vimeo.com/783076522
https://vimeo.com/783076522

WHAT DO
ADULTS NEED

T0 BETTER
UNDERSTAND?
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Jumping to Conclusions °**°
As someone who works with young people, it is important to
approach how young people use the internet with a sense of
curiosity rather than judgment or fear. Often, young people feel a
sense of judgment from adults around how they choose to use
the internet.

Whilst there might be a generational gap between how you might
use the internet in comparison to them, that sense of judgment
can make it much more difficult for young people to reach out
when they need support with something online, and are more

likely to turn to their friends for support instead.

Watch this video ‘What Adults Need to Understand Better’
that explains it best.



https://vimeo.com/783083270

Activity Time

It's really important that we know how to talk and relate to young
people so they can feel safe to some to us when they need support.

Here are some questions for you to ask the young people you work
with which need to be asked with a sense of curiosity and compassion.

m—

L
KO ® °

If you could change one
thing about how digital
technology plays arole

in your life, what would
it be?

What is one thing you What social media

think adults should know platform do you

about how young people enjoy the most
use digital technology? and why?




A virtual space where users can engage
Chat Room jn real-time text or video conversations

on specific topics or interests.

Glossary

t Someone who creates and shares different
types of digital content, including videos,
Creator social media posts and blog posts.

Conten

Here are some of our favorite
terms that relates to young
people and digital technology.

When someone uses digital platforms to harass,
Cyberbullying threaten, or intimidate others, often through text
messages, social media, or online forumes.

For a more extensive list of
terms relating to digital safety,
the eSafety Commissioner has
a great list that you can find
herel

Measures and practices to protect digital
Cybersecurlty devices, networks, and data from cyber
threats like viruses, malware, and hacking.

Di git al The responsible and ethical use of digital technology,
o . Including respecting the rights and privacy of others
CltlzenShlp and contributing positively to online communities.



https://www.esafety.gov.au/about-us/glossary
https://www.esafety.gov.au/about-us/glossary
https://www.esafety.gov.au/about-us/glossary

The record of someone’s online activity,
Dig ital like the content they post, websites they
Footprint visit, and interactions they have, which

collectively shape their online presence.

o The abillity to critically assess and navigate
Dlg ital digital technologies and online content, which
Litera cy can enable young people to make informed

choices and avoid online dangers.

A term used to describe people who have
grown up in a world where digital technology
and the internet are ubiquitous, and are
comfortable and proficient with these
technologies from an early age. This is rarely

Digital
Native

used by young people themselves.

Small digital icons or symbols used in
Emoji messaging and social media to express
ideas, emotions, or reactions.

A feeling of exclusion, sadness or
anxiety that some people, particularly
FOMO young people, experience when they
(Fear of believe others are having fun or
Missin g Out) experiencing exciting events without
them. This is often exacerbated by
social media.

Including geographic location data in
digital media (photos, social media
Geotagg ing posts), which may have the potential to
compromise a person's physical safety
or privacy.




] When an adult attempts to build a trusting
Grooming relationship with a young person online,

generally for predatory purposes.

Communication conducted online that
Hate promotes discrimination, hatred, or violence
Sp eech towards a particular group based on factors

including race, religion, or gender.

Informed Obtaining clea.r and volunta.rry agre?ment
before collecting personal information or

Consent involving young people in online activities.

A person who has a significant online
following on social media and is seen as
an authority or trendsetter in a particular
field. Influencers often generate revenue
by using their platform and followers to

Influencer

advertise products.

Live Broadcasting live video or audio content
. over the internet, often used for events,
Streammg gaming, or personal vlogs.

Meme A funny image, video, or piece of text

that is widely shared and modified by
(pronounced internet users, often conveying cultural
meem) or social references.

The protection of personal information
shared on the internet from being

accessed or misused by unauthorized
individuals or organizations.

Online
Privacy

Deceptive schemes or frauds designed
to trick individuals into giving away

money or personal information through
online communication.

Online
Scams




onli Building and maintaining relationships
LS with others through online platforms and
Networking services, which may involve sharing

personal information.

Software tools and settings that allow
parents or guardians to monitor and restrict

Parental

Controls , chiig's online activity. y

A fraudulent attempt to get sensitive
Phishin g information, such as passwords and financial
data, by disguising as a trustworthy entity in

electronic communication.

The protection of personal information shared on
the internet from being accessed or misused by
Priva cy unauthorized individuals or organizations. Tf?is can
. be done by customising the options on social
Settlng S media and other online platforms that allow users
to control who can see their content and interact

with them.

The action of reporting harmful or
Report & . _ . .
ppropriate content or users to online
Block platforms and blocking them to prevent
further interaction.

The amount of time a person spends on
digital devices like smartphones, tablets,

and computers, which can affect physical
and mental wellbeing.

Screen
Time

) A self-portrait photograph taken by an
Selfie individual typically using a smartphone
camera.

Sending sexually explicit messages,
iImages, or videos through digital means.

Sexting

Online platforms and websites that allow users to
create, share, and interact with content, as well as
Media connect with friends and peers. Examples include
TikTok, Instagram and X (formerly Twitter).

Social




The real-time transmission of audio,

Streamin g video, or other media content over the
internet, allowing users to watch or listen
as it is delivered.

An additional layer of security that requires
Two-Factor users to provide two separate forms of
identification before gaining access to an
online account. This is generally
(2 FA) considered the standard level of security
recommended today.

Authentication

A unique name or identifier that users create
to represent themselves on online platforms,
forums, and social media.

Username/
Handle

Content, such as videos or memes, that quickly
Viral garners a lot of views and spreads across the internet,
often through sharing and reposting.

Glossary

Here are some of our favorite
terms that relates to young
people and digital technology.

For a more extensive list of
terms relating to digital safety,
the eSafety Commissioner has

a great list that you can find

here!



https://www.esafety.gov.au/about-us/glossary
https://www.esafety.gov.au/about-us/glossary
https://www.esafety.gov.au/about-us/glossary
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Aimed at parents based
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“[Dream

Dolly’s Dream
Parent Hub

in Rural and Regional
Australia.
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Media

Gives entertainment and
technology
recommendations to
families.
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Common Sense o0
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Crushed But Okay
A campaign by young
people about respect and
rejection online.
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As someone who work
with young people, there
are heaps of great
resources both
Australian and
International that you
can turn to for up to date
information and support.

We've included a few of
our favorite resources
here!

Resources

)

Project Rockit Plus

Aimed at educators and
all about building positive

—S 0o

communities.

o
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The Conversation

Combining research and
high quality journalism, a
great resource to stay up
to date with what is
happening with

B technology. N
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Game Aware

Helps to manage
disordered gaming usage.
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Raising Children

Network

Proving a broad range of
Lsupport for all age groups.

—



https://dollysdream.org.au/parent-hub/
https://dollysdream.org.au/parent-hub/
https://www.projectrockit.com.au/pr-plus/
https://raisingchildren.net.au/
https://raisingchildren.net.au/
https://theconversation.com/au
https://www.gameaware.com.au/
https://www.commonsensemedia.org/
https://www.commonsensemedia.org/
https://crushedbutokay.org.au/

‘Our Safe Communities Online’
- proudly brought to you by:

%
western sydney
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| ) eSafetyCommissioner

Australian Governm

www.wscf.org.au


http://www.wscf.org.au/
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Next Resource:

Filling the Gaps’ 0




